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General presentation of NMD 2

EUROCONTROL/CFMU involvement in 
crisis management in the past

• CFMU deals, since 1995, with ATM 
disruptions (e.g. congestions) in Europe

2001: 9/11

1999: Balkan 
crisis



Aviation crisis?

Eyjafjallajökull 2010



General presentation of NMD 4

Normal traffic density 
in Europe in April

Traffic in Europe on 
18 April 2010

16.00 UTC

What 
happened?



Crisis

Major disruption

Day-to-day ops

From disruption to crisis



Airworthiness
Safety

May 2010:
European Aviation Crisis Coordination Cell

Lessons learnt from 2010 ash crisis

Political leadership
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State focal 
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EU Presidency

Network 
management
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Roles of Network Manager (NM) and European 
Aviation Crisis Coordination Cell (EACCC)

Coordinate management of response to the
network crisis affecting aviation in Europe 

EACCC activated to support the NM in 
political aspects of network crises

Members

NM 
& 

EACCC

…

Airlines

ANSP
Military

Airports

State focal 
points

EU Presidency



Network Manager: 24/7 contribution to coordinating & 
managing response to crises affecting aviation in Europe

Airspace status: 
NM ultimate 
source of info & 
support to AOs

MH17

Alert status
NM mechanisms
Readiness

Bárðarbunga

Supporting role 
to coordinated 
response

Ebola

Teleconferences
Alternate routes
Mitigated impact

Conflict zones

Security measures
Info exchange

Brussels attacks
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• Volcanic ash dispersion

• Nuclear incident

• Armed conflict

• Hazardous chemicals 
dispersion

• Fire

• Security threats 

• Airborne spread of 
diseases/Pandemic

• Earthquake

• Flooding

• Major failure of a pan-
European function

Possible threats 
 Industrial action or 

unavailability of a major or 
several ANSPs

 Cyber attacks

 Severe meteorological 
conditions

 Shortage of fuel in Europe

 Threat from space 

 space debris & 
meteorites, 

 space weather

 …



Exercise, exercise, exercise, …

▪ 2013: CYBER
▪ 2014: NUCLEAR
▪ 2015/6: SECURITY
▪ 2017: POWER 

OUTAGE
▪ 2018: CYBER
▪ 2019: PANDEMIC
▪ …
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CYBER 13 – scenario & participants

The Community of European Railway 
and Infrastructure Companies 

Observers

Day 1
crisis

Day 2
recovery

Classification - TLP: green
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NUCLEAR 14 – scenario & participants



SECURITY 15

• Held on 2-3 February 2016 - security related scenario

 18 States + EACCC 

 Security and aviation experts from airports, airlines, EC & NM

Classification - TLP: green



POWER 17

• Held on 1-2 February 2017 – blackout scenario

 12 States + EACCC

 Expert Organisations: European Network of Transmission 
System Operators for Electricity (ENTSO-E)

 ANSPs, airports, airlines, EC & NM

Classification - TLP: green

Full loss of power in 4 States 

Test the response of aviation in major power failure events, 
including decision making and interfaces between crisis 

management, and operational organisations in aviation and 
power supply.



CYBER 18

• Held on 13/14 March 2018 – ATCO reduction in confidence

 18 States + EACCC

 Expert organisations: EU Agency for Network and Information 
Security (ENISA) and European Centre for Cyber Security in 
Aviation (ECCSA)

 ANSPs, airports, airlines, EC & NM

ATC centres under cyber-attack or under cyber-threat

- Test the EACCC preparedness in case of cyber-attack on ATM: 
• EACCC coordination of harmonised approach based on 

national and European coordination
• EACCC support to communication
- Strengthening relationship between the cyber-security and 
aviation experts at European as well as national level

80 participants



Participating states and their ANSPs
 States whose ATM systems are 

suffering from the cyber-attack: 
Bulgaria, Italy, Montenegro, 
Serbia and The Netherlands

enter your presentation title 16

 States with ATM systems fully functioning 
but under threat of cyber-attack: Denmark, 
Finland, Hungary, Iceland, Israel, Malta, 
Moldova, Norway, Poland, Slovakia, 
Spain, Sweden and Switzerland + MUAC



PANDEMIC 19

Held on 26-27 February 2019 – flight cancellations; some 
countries ban or restrict flights from affected countries 

 15 States + EACCC

 Expert organisations: DG SANTE, ECDC; IATA, ICAO, WHO

 ANSPs, airports, airlines, EC & NM

Flu-like illness develops in Sweden; no available 
medical countermeasures; high mortality;

spreading to neighbouring areas, later across continents

Exercise EACCC preparedness in case of Pandemic through:
a) EACCC coordination of harmonised approach based on:

i) National coordination
ii) EC/ICAO/WHO coordination

b) EACCC support to communication
(2) Strengthening relationship between the health and aviation 
experts at European as well as national level

70 participants
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NOTAMs

• Daily NOTAM summary table

NDOP Ad-hoc Coordination Cell

• Operational stakeholder discussion every Monday

Network Recovery Plan

• Expected daily traffic demand for 4-week period
• Produced weekly since 30th April

EACCC support
• EACCC State Focal Points contributes 

weekly to the 2020 Recovery Plan

European NOP Rolling Seasonal Plan

• Covering 6 week period
• Started on 23rd Oct

Airport Function in NMOC

• Airport Corner – COVID-19 page
• Strong cooperation with ACI
• Data collection used in the Recovery Plan

Industry engagement

• Regular bilateral recovery briefings and talks 
with operational stakeholders

RAD

• NM coordinated the lifting RAD and other 
restrictions

Planning during times of crisis



Communication
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Communicating in Aviation Crisis -

The need for speed:

▪ Social media have changed the paradigm, no one waits for a
press conference or press release

▪ Public-facing organisations need to respond to the need for
accurate information fast – before the space is occupied by
others

The need for preparation:

▪ Who can speak, what would they say, how should they say it,
are they trained etc?

▪ Do you know key local journalists or influencers?
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Communicating in Aviation Crisis -

Importance of your message and language

▪ Language on social media is very different from official texts

▪ Understand the difference between language between
operational staff and public-facing

▪ Be factual, don’t speculate

During a crisis, keep thinking, keep adapting!

▪ Keep your staff informed and aligned with messages – be
flexible – be ready for the crisis to last

▪ Coordinate information with partner organisations

▪ Keep monitoring the press and social media, keep adapting
your message



Preparing a proportionate response 
EACCC risk register

Allocating resources for 
crisis management?

+ a few new ones



Civil-military – disruptions and crises

https://www.nm.eurocontrol.int/PORTAL/gateway/spec/index.html
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Support to Crisis Scenarios and Planning



How is the situation addressed/communicated 
between the individual state and the Network 

Manager?

• State Focal Point is the interface between the State’s 
crisis management structures and EUROCONTROL 
Network Manager

• Commission Regulation (EU) No 2019/123, Article 19.3: 
‘Each Member States shall nominate a focal point (State 
focal point) and an alternate to the EACCC and facilitate 
their access to relevant information from national crisis 
management structures not limited to the aviation 
domain. The State focal points shall carry out their duties 
in accordance with the EACCC Rules of Procedure.’



Who has the authority to declare the crisis and 
what are the criteria for declaring it? 

• EACCC Rules of Procedure: ‘The Network Manager shall be 
responsible for activating the EACCC after consultation with 
the Commission.’

• EACCC Rules of Procedure: Criteria for activation of the 
EACCC:
• Disruptions may happen within one State/FAB but have a significant 

impact to other parts of the network.

• Current ATFM/Network Management processes are not sufficient to 
mitigate against significant flight cancellations or large delays.

• An event in one or more States/FABs causes significant flight 
cancellations and displaced/stranded passengers, in general, severely 
affects ATM performance.

• On request from a specific stakeholder the Network Manager, in 
consultation with the Commission, may consider the need to convene 
EACCC.



What are the tools to manage the network in crisis 
situation, how to minimize the effects of a crisis to the 
network, taking account the nature of the crisis? 

• Communication – teleconferences, e-mails, SMSs, … -
EACCC Rules of Procedure:
• The EACCC does not have a public persona, and as such, does not itself 

communicate to the press or directly to the public but supports 
communication by EACCC members on the situation, its evolution and 
the actions taken

• The EACCC Communications Focal Point shall be responsible for 
providing communication expertise to the EACCC, and shall enable 
provision of consistent information for communication purposes to the 
permanent members of the EACCC and the State Focal Points

• Factsheet – sharing the latest info on the crisis 
development and measures taken in individual States



How NM sees the civil military coordination in 
crisis and pre-crisis situations? 

1. EUROCONTROL/NM has a direct link with 
the national military authorities and/or 
AMCs.

2. EUROCONTROL/NM under the umbrella of 
the MoU with NATO has developed a 
NATO Guidance Procedures AC/92-
D(2016)0008:

• The document laid down the guiding
principles for NATO air exercises
planning, execution and post-exercise
review

• It contains requirements for the exercises
airspace definition, inter-agencies
coordination and publication, likewise
requirements for aircraft equipage.
Provision of the Command and Control
elements, key civil and military personnel
concerned and coordination channels
between civil and military
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Thank you for your attention!


